Network Layer:
Internet Protocol
And Helper Protocols
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Internetworking (2)
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The Internet at the Network Layer

* Uses the datagram approach to packet switching

- Uses the universal address defined in the network
layer to route packets from the source to the
destination

e Communication is connectionless
- Treats each packet independently
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IPv4 at the TCP/IP Protocol Suite

Application

SMTP FTP TFTP DNS SNMP .en BOOTP
layer
Transport
layer SCTP TCP UDP

Metwork
layer

Data link I
Ly e | — Underlying LAN or WAN

Physical technology I
layer
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IPv4 Datagram

Format

20-65,536 bytes
20-60 bytes
H Header Data
‘_._._._._._-—'—'_ —
VER HLEM Service Total length
4 bits 4 bits 8 bits 16 bits
Idantification Flags Fragmentation offset
16 bits 3 bits 13 bits
Time to live Protocol Header checksum
8 bits & bits 16 bits

Source IP address

Destination P address

Ciption

32 bits
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IPv4

e Version (VER) — 4-bit field that defines the version of
the IPv4 protocol

 Header length (HLEN) — 4-Dbit field that defines the
total length of the datagram header in 4-byte words

e Service — previously called service type, now called
differentiated service

D: Minimize delay

R: Maximize reliability
T: Maximize throughput — C: Minimize cost

D| TR

C

Precedence

105 bits

Service type

Codepoint

Differentiated services
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Service Type

* Precedence - 3-bit subfield that defines the priority of
datagram in issues such as congestion

 TOS (Type of Service) bits - 4-bit subfield with each bit
having a special meaning

TOS Bits Description
0000 Normal (default)
0001 Minimize cost

0010 Maximize reliability

0100 Maximize throughput
1000 Minimize delay
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Service Type of Some Applications

Protocol TOS Bits Description
[CMP 0000 Normal
BOOTP 0000 Normal
NNTP 0001 Minimize cost
IGP 0010 Maximize reliability
SNMP 0010 Maximize reliability
TELNET 1000 Minimize delay
FTP (data) 0100 Maximize throughput
FTP (control) 1000 Minimize delay
TFTP 1000 Minimize delay
SMTP (command) 1000 Minimize delay
SMTP (data) 0100 Maximize throughput
DNS (UDP query) 1000 Minimize delay
DNS (TCP query) 0000 Normal
DNS (zone) 0100 Maximize throughput
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Differentiated Service

* First 6 bits make up the codepoint subfield, last 2 bits

are not used

- When the 3 rightmost bits are 0s, the 3 leftmost bits are
Interpreted the same as the precedence bits

- When the 3 rightmost bits are not all 0s, the 6 bit define
64 services based on the priority assignment by the

Internet or local authorities

Category

Codepoint

—_————

Assigning Anthority

I

XXXXX0

Internet

2

3

XXXX11

Local -

XXX

Temporary or experimental
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IPv4 (2)

* Total length — 16-bit field that defines the total length
of the IPv4 datagram in bytes

* Identification — used in fragmentation
* Flags — used in fragmentation
 Fragmentation offset — used in fragmentation

* Time to live — used to control the maximum number of
hops (routers) visited by the datagram
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* Protocol — 8-Dit field that defines the higher-level
protocol that uses the services of the IPv4 layer

IPv4 (3)

Transport layer

SCTP

TCP

UDF

T

L

Fi

Network layer

The value of the protocol field defines
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to which protocol the data belong.
Value Protocol
] ICMP
2 IGMP
6 TCP
17 UDP
89 OSPF
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IPv4 (4)

 Checksum — for error checking, covers only the

header
| 5 0 28
1 0
4 17 0 A
10.12.14.5
12.6.7.9
4,5andd —»= 4 5 o 0
28 —»= (0 ] 1 C
1 —»= (0 0 0 1
Dand0 —= 0 0 0 O
4and 17 —= 0 4 1 1
0 —»= 0 0 0 0
10,12 =+ () A 0 C
145 —»= ( E 0 5
126 —»= 0 _ 0 G
79 —»= 7 0 aQ
Sum —= 7 4 4 F
Checksum — & B B ]
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IPv4 (5)

e Source Address — 32-bit address that defines the
IPv4 address of the source

e Destination Address — 32-bit address that defines the
IPv4 address of the destination

* Options — maximum of 40 bytes, used for network
testing and debugging

No operation

Single-byte I—
End of option

‘ Options | Record route I

Strict source route

Multiple-byte I—
Loose source route I
Timestamp I
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Options
 No operation — 1-byte option used as a filler between
options

* End of option — 1-byte option used for padding at the end
of the option field

e Record route — used to record the Internet routers that
handle the datagram (up to 9 router addresses)

e Strict source route — used by the source to predetermine
a route from the datagram as it travels through the Internet

e Loose source route — similar to strict source route In
which each router in the list must be visited, but the
datagram can visit other routers as well

* Timestamp — used to record the time of datagram
processing by a router
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Fragmentation

* Each data link protocol has its own frame format in
most protocol, where one of the fields defined in the
format is the maximum size of the data field, the
Maximum Transfer Unit or Maximum Transmission
Unit (MTU)

* When a datagram is encapsulated in a frame, the total
size of the frame must be less than the MTU, which is
defined by the restrictions imposed by the hardware
and software used
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Fragmentation (2)

|P datagram I

Maximum length of data ?:}TI!;JE encapsulated in a frame
Frame
Protocol MTU
Hyperchannel 65,535
Token Ring (16 Mbps) 17,914
Token Ring (4 Mbps) 4.464
FDDI 4,352
Ethernet 1,500
X.25 576
PPP 296
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Fragmentation (3)

* Identification — 16-bit field that identifies the
datagram originating from the source host

* Flags — 3-bit field; 1st bit is reserved, 2nd bit is called
do not fragment bit, 3rd bit is more fragment bit

 Fragmentation offset — 13-bit field that shows the
relative position of the fragment with respect to the
whole datagram

Offset = 0000/8 =0

Offset = 0000/8=0 0000 1399
Offset = 1400/8 = 175
T T 1400 2799

Byte 0000 Byte 3999

Offset = 2800/8 = 350

2800 3999
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Fragmentation (4)

F: fragment

Original

.

@|F3I |F2] |F1]

F 2.2
F2.1

-

|F3] |F1]

Reassembled I

[F22F21] F3 ] F! I.Lu

I ]
[d567

[ | 1470
|4_i-'~.|57.' [TI] 0| offset
Bytes 0000-1399
Fl
[ | LTV
14567 [TV o | offset [ ] 1420
I |4.i-=-|s? TTI] 175 | offset
Bytes 00003999 Bytes 14002799
F2
Onginal datagram
] T |
I4.i‘-ﬁ?‘ [ ] A=ty offset
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Bytes 28003999
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| T 17| offset
[
Bytes 1400-2199
F2.1
[ | ol
4567 [TIT 275 | offset
[

Bytes 22002799
F22
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IPVv6

* |Internetworking Protocol, version 6, also known as
IPng (Internetworking Protocol, next generation)

* To overcome deficiencies of IPv4

— Address depletion is a long-term problem

- Internet must accommodate real-time audio and
video transmission

- Internet must accommodate encryption and
authentication of data
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IPV6 (2)

* Advantages

- Larger address space

- Better header format

- New options

- Allowance for extension

— Support for resource allocation
— Support for more security
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IPv6 Header and Payload

40 bytes Up to 65,535 bytes

‘h Base header Payload

Extension headers

(optional) Data packet from upper layer
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|IPv6 Format

t

_ 4bits | 4 bits 8 bits . B bits 1. 8 bits N
VER PRI Flow label
Payload length MNext hieader Hop limit
Y g - p

11l

/,/’;uu rce address

C_—

Destination address

Mext header

-

Header length

-'-'-._.-l"-'-

Mext header

Header length

=

v\ g\

Mext headear

Header length
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|IPv6 Base Header

e Version — 4-bit field that defines the version number of
the IP

* Priority — 4-Dbit field that defines the priority of the
packet with respect to traffic congestion

 Flow label — 3-byte field that is designed to provide
special handling for a particular flow of data

- Aflow Is a sequence of packets that share the
same characteristics

 Payload length — 2-byte field that defines the length
of the IP datagram excluding the base header
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IPv6 Base Header (2)

 Next header — 8-bit field defining the type of the first
extension (If present) or the type of data that follows
the base header

* Hop limit — 8-bit field that serves the same purpose of
TTL field in IPv4

* Source address — 16-byte IP address that identifies
the original source of the datagram

* Destination address — 16-byte IP address that
identifies the original source of the datagram
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IPv4 vs IPv6 Header

Comparison

1. The header length field is eliminated in IPv6 because the length of the header is fixed in
this version.

2. The service type field is eliminated in IPv6. The priority and flow label fields together take
over the function of the service type field.

3. The total length field 1s eliminated in IPv6 and replaced by the pavload length held.

4. The identification, flag. and oftset fields are eliminated from the base header in IPv6. They
are included in the fragmentation extension header.

5. The TTL field is called hop limit in [Pv6.

6. The protocol field is replaced by the next header field.

7. The header checksum 1s eliminated because the checksum is provided by upper-layer
protocols; it is therefore not needed at this level.

8. The option fields in IPv4 are implemented as extension headers in IPv6,

CMSC 137 Data Communications and Networking ICS-UPLB RSManiaol



Transition from IPv4 to IPv6

Transition
strategies

Dual stack | Tunneling | Header translation |

CMSC 137 Data Communications and Networking ICS-UPLB RSManiaol



Dual Stack

e Station must run IPv4 and IPv6 simultaneously

Transport and A
application layers

IPv4

IPvé

Underlying
LAN or WAN
technology

N |

To IPv4 system =
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IPv6 header

| Py Pavioad
host ayloa

Tunneling Strategy

IPv4 header

IPv6 header

Payload

Q e )

IPv4 region
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Header Translation

IPv& header IPv6 header IPv4 header
IPv6 Payload Payload Payload Fvd
host host
T
IPvE region eader
reg translation
done here
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Header Translation (2)

Header Translation Procedure
|. The IPv6 mapped address is changed to an 1Pv4 address by extracting the rightmost 32 bits.
2. The value of the IPv6 priority field is discarded.
3. The type of service field in IPv4 is set to zero.
4. The checksum for IPv4 is calculated and inserted in the corresponding field.
5. The IPv6 flow label 1s 1ignored.
6. Compatible extension headers are converted to options and inserted in the IPv4 header.
Some may have to be dropped.
7. The length of 1Pv4 header is calculated and inserted into the corresponding field.
8. The total length of the IPv4 packet is calculated and inserted in the corresponding field.
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ICMPV4

e IPv4 has deficiencies

— NoO error-reporting or error correcting mechanism

- Lacks mechanism for host and management
gueries

* Internet Control Message Protocol version 4
(ICMPv4) compensate for the deficiencies, companion
protocol to Ipv4

- Error-reporting messages — report problems that a
router or a host may encounter when it process an
IP packet

- Query messages — helps a host get specific
information from a router or another host
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ICMPV4 Format

8 bits 8 bits 16 bits 8 bits | 8 bits 16 bits

| |t -
g Ll i ol o =

Type Code Checksum
Rest of the header

Checksum

Sequence number

Type
Identifier

Data section Data section

Error-reporting messages Query messages

Type and code values

f]".l‘]‘ul‘-l‘n.'p{r]‘lilla Messages Query messages 3
(03: Destination unreachable (codes 0 to 15) 08 and (M): Echo request and reply (only code O)

04: Source quench (only code 0) 13 and 14: Timestamp request and reply (only code 0)
05: Redirection (codes 0 to 3)

11: Time exceeded (codes 0 and 1)
~LIE: Parameter problem (codes O and 1) y
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Debugging Tools
* ping

— To find If a host is alive and responding
- Can calculate round-trip time

= =

D:\>ping www.google.com -t

Pinging www.
from
y from :
; from :
y from :
; from : 24, ) ime=21ms TT
nly from 24 . ) time=26ms TT
; from 172.217.24.36: bytes=32 time=21ms TT

.F

. - 5 i
en \ eived = 7, Lost = B

round trip times in milli-secon
28ms, Maximum = 21lms,
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Debugging Tools (2)

* traceroute (UNIX) / tracert (Windows)

- Used to trace path of a packet from a source to the
destination

- Can find all the IP addresses of all routers that are
visited along the path (usually set to 30 hops max)

D:\>tracert www.google.com

Tracing route to www.google.com [172.217.24.36]
over a maximum of 38 hops:

= lB.8.166.254

18.255.3255.254

282.92.144 254

ge-9.626-862.1g-vlan-subif.core-7384-irri.pregi.net [262.96.129.237]

ge-1-3.border-asti.pregi.net [262.96.129._2353]

tengige®-6-2-8.border-asti-asr.pregi.net [202.96.132.229]
s tengigeB-8-2-8.border-hk-asr.pregi.net [262.98.129.58]
s 72.14.212.28

188.1768.241.1

1@8.178.238.131

hkgb7s23-in-f36.1el86.net [172.217.24.36]

ms
ms
ms
ms
ms
ms
ms
ms

ms
ms
ms
ms
ms
ms
ms
ms
ms
ms
ms

o
o
o

Fud
Pud
Fud

o
o
o

o
o
o

L I I S S T T o T S i e
= M = = W = = =

<1
1
1
1
5]
6
1
8
1
1
8

(]
(]
(]

complete.
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Address Mapping

* Physical address and logical addresses are two
different identifiers and are needed both:

- A physical network such as Ethernet can have 2
different protocols at the network layer such as IP and
IPX (Novell) at the same time

- A packet at a network layer such as IP may pass
through different physical networks such as Ethernet
and LocalTalk (Apple)
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Mapping Logical to Physical Address

 Address Resolution Protocol (ARP)

= N

Request

Looking for physical address of a
node with IP address 141.23.56.23

]

Systemn A

7 |

-

.

System B

a. ARP request is broadcast

The node physical address
is Ad:BE:F4:50:83:AB

—I.

Reply

-

System A

B

.

.

Systemn B

b. ARP reply is unicast
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ARP Packet

» 32 bits !
a . . a
B 8 bits L B bits L 16 bits i
| | | |
Hardware Type Protocol Type
Hardware Praotocol Operation
length length Request 1, Reply 2

Sender hardware address
(For example, 6 bytes for Ethernet)

Sender protocol address

(For example, 4 bytes for IP)

Target hardware address
(For example, & bytes for Ethernet)
(It is not filled in a request)

Target protocol address
(For example, 4 bytes for IP)
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ARP

A 1113023.43.20 13023.4325( B
B2:34:55:10:22:10 A4:6E:F4:59:83:AB

I ARP Request I
! 0x0001 0x0800 |
. [ox06 [ 0x04 0x0001 |
| |
L 0xB23455102210 — !
| 130.23.43.20 |
| 0x000000000000 |
! 130.23.43.25 ARP Reply |
| 0x0001 0x0800 |
! 0x06 | 0x04 0x0002 |
I G- OxAJ6EF45983AB 1
! 130.23.43.25 !
| OxB23455102210 |
| 130.23.43.20 |
Y Y

Time Time
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Mapping Physical to Logical Address
e Occasions in which host know its physical address but
needs to know its logical address

- A diskless station is booted

— An organization does not have enough IP addresses to
assign to each station

* RARP, BOOTP and DHCP
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RARP

e Reverse Address Resolution Protocol

- A RARP request Is created and broadcast on the
local network

- Another machine on the local network that knows
all the IP address will respond to the RARP reply

- Problem: broadcasting is done at the data link layer,
It does not pass the boundaries of a network
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BOOTP

Bootstrap Protocol — application layer protocol

BOCTE BOCTE
Client Larver

aga - B

| Request |68|67[0s|1's e

(s [vs[ealer] repy ]

a. Client and server on the same network

Client T

]
Er-:au:l{ast
request Unicast
PeqUest

intemet e

BOCITP Relay agent BOOTR
SEIVEr

|
|

—' = =
Unicast H‘“
request

b. Client and server on different networks

CMSC 137 Data Communications and Networking ICS-UPLB RSManiaol



DHCP

 Dynamic Host Configuration Protocol — provides
static and dynamic addresses allocation that can be
manual or automatic

* Static address allocation — acts as what BOOTP does.
DHCP server has a databases that statically binds
physical addresses to IP addresses

* Dynamic address allocation — DHCP has a second
database with pool of available |IP addresses
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DHCP Message Format

| by 16 24

31

Opcode | Htype HLen | HCount

Transaction ID

Time elapsed Flags

Client IP address

Your IP address

Server [P address

Gateway IP address

Client hardware address

Server name

Boot file name

Options

CMSC 137 Data Communications and Networking

ICS-UPLB

Option format

1 DHCPDISCOVER 5 DHCPACK
2 DHCPOFFER 6 DHCPNACK
I DHCPREQUEST 7 DHCPRELEASE

4 DHCPDECLINE 8 DHCPINFORM
I

53 1 +
Tag Length Value
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DHCP Operation

Client
IP Address: 7

DHCPDISCOVER

Transaction [D: 1001
Lease time:
Client address:

Your address:

Server
IP Address: 181.14.16.170

Server address:

Source port: 68 Destination port: 67
Source address: 0.0.0.0
Destination address: 255.255.255.255.

DHCPREQUEST

Transaction 15 10401

Lease time: 3600

Client address: 181.14.16.182
L Your address:

DHCFOFFER
Transaction 1D: 1001
Lease time: 3600

Client address:
Your address: 181.14.16.182

-*------------------------------------ SE:]"rE]’E.d.dI’E:EE IEl]q_Iﬁ_l?U = =

Source port: 67 Destination port: 68
Source address: 151.14.16.170
Destination address: 255.255.255.255.

Server address: 181.14.16.170

Source port: 68 Destination port: 67
Source address: 181.14.16.182
Destination address: 255.255.255.255.

-‘-----------------------------------

1|r
Time

DHCPACK

Transaction 1D:; 1001

Lease time: 3600

Client address:

Your address: 181.14.16.182

Server address: 181.14.16.170 o

Source port: 67 Destination port: 68

Source address: 151.14.16.170
Destination address: 255.255.253.255.

CMSC 137 Data Communications and Networking ICS-UPLB
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Legend

Application
UDP
IP

Note:

Only partial
information
is given.
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Network Layer Terms

* Delivery — the way a packet is handled by the
underlying networks under the control of the
network layer

* Forwarding — the way a packet is delivered to
the next station

* Routing — the way routing tables are created to
help in forwarding

— Unicast Routing — If a datagram Is destined for only
one destination

— Multicast Routing — If a datagram iIs destined for
several destinations
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Unicast Routing

* A packet is routed, hop by hop, from its source
to its destination by the help of forwarding
tables

 To find the best route, an internet can be
modeled as a graph

a. An internet b. The weighted graph
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Least-Cost Routing

1 7 i
- Lesend
@ 9 @ . Root of the tree
" {:) Intermediate or end node
'@ @ ‘3 1. 2. ... Total cost from the root
h 3 1
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Routing Algorithms

Fouting protocols

Intradomain Interdomain

‘ Mstance vector I ‘ Link state I | Path vector I
RIP OSPF BGP
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Distance-Vector Routing

 Each node maintains a vector (table) of minimum

distances to every node

 The table at each node also guides the packets to the

desired node by showing the next stop in the route

To Cost Next

To Cost Next

CMSC 137 Data Communications and Networking ICS-UPLB
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w 5w B B = =
.
TT
{4

E’s table
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Link-State Routing

 This method uses the term link-state to define the
characteristic of a link (edge) that represents a
network in the internet

e The collection of states for all links is called the link-
state database (LSDB)

 To create a least-cost tree, each node needs a
complete map of the network (using Dijkstra’s

Algorithm)

A B C D E F G
V0] 2 ]ee| 3 |oe |0 |oe
B2 0[5 |ee| 4 |ee|oe
Cles [ S{Ofoefoe| 4] 3
D] 3 | || O 5 |oe |0
Elee | 4| | 5|02 |
Floge |loe | 4| 210 |
{(j]oe |ee | 3 |oo | oo 1 0

a. The weighted graph b. Link state database
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Path-Vector Routing

 The best path is determined by the source using the
policy it Imposes on the route, I.e. the source controls
the path

* The path is also determined by the best spanning tree.
It IS not the least-cost tree,; it Is the tree determined by
the source when it iImposes its own policy

An internet C A's spanning tree B's spanning tree e
-
; @‘&)’e ;
E's spanning tree (C
(A B

D

CMSC 137 Data Communications and Networking ICS-UPLB RSManiaol
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